MARION COUNTY BOARD OF COMMISSIONERS

Marion -
- Board Session Agenda Review Form

OREGON

Meeting date: Apm 19,2017

Department: |gusiness Services Agenda Planning Date: Time required: | 10 Min

[] Audio/Visual aids

Contact: Justine Flora Phone: |503-584-7786

Department Head Slgnature

CClletf

Update Policy 517 Health Insurance Portability and Accountability Act (HIPAA) Protected Health
Information Privacy Rule Requirements

TITLE

Issue, Description & This Policy was adopted in 2003 and last updated in 2008. Risk Management wishes to update the policy
Background to incorporate updated language, format and regulatory requirements

Financial Impacts:
P None

Impacts to Department

& External Agencies None

Options for Approve policy revision
Consideration: Do not approve revision

Recommendation: . .
Approve policy revision

List of attachments: 517 HIPAA Policy Redline and 517 HIPAA Privacy Rules

Presenter: .
Justine Flora

(Copies of completed paperwork sent to the following: (Include names and e-mail addresses.)

Copies to: Justine Flora, Lisa Trauernicht




BEFORE THE BOARD OF COMMISSIONERS
FOR MARION COUNTY, OREGON

In the Matter of Adopting an Administrative )
Policy for Health Insurance Portability and )
Accountability Act (HIPAA) Protected

Health Information Privacy Rule

Requirements.

ORDER No.

This matter came before the Marion County Board of Commissioners at its regularly
scheduled public meeting Wednesday April 19, 2017 to consider the adoption of a revised
administrative policy.

WHEREAS, the board adopted the county policy on Health Insurance Portability and
Accountability Act (HIPAA) Protected Health Information Privacy Rule Requirements by board
order #08-114 in April, 2003 and finds it appropriate to revise that policy, designated as Policy
517 in the Marion County Administrative Policies and Procedures; now, therefore,

IT ISHEREBY ORDERED that revised Marion County Administrative Policy ,
attached hereto, is adopted.

DATED at Salem, Oregon, this 19th day of April, 2017.

MARION COUNTY BOARD OF COMMISSIONERS

Chair

Commissioner

Commissioner

Attachment: Policy/Procedures



Marion County ADMINISTRATIVE POLICIES

OREGON

SECTION: Health, Safety & Security POLICY #: 517
Health Insurance Portability And Accountability Act PROCEDURE #:  N/A
TITLE: (HIPAA) Protected Health Information Privacy Rule
Requirements ORDER #: 08-114
DEPT: Business Services DIVISION: Risk Management
ADOPTED: 4/03 REVIEWED: 7#083/17 | REVISED: 8fesair ] - { Formatted: Not Highlight ]
N { Formatted: Not Highlight ]
PURPOSE: { Formatted: Not Highlight ]

- = ‘[ Formatted: Indent: Left: 0.5", First line: 0"
The purpose of this policy is to establiskepolicies and procedures regarding use of, access to
and disclosures of protected health informafi®hll) in accordance with the Health Insurance
Portability and Accountability Act of 1996 (HIPAANd its implementing regulations.

AUTHORITY:

- ‘{ Formatted: Indent: Left: 0.5", First line: 0", }
Authority for this policy is 45 CFR Parts 160, thgh 164, the Health Insurance Portability and Tab stops: 0.5" Left + Notat 2*
Accountability Act of 1996s amended

APPLICABILITY:

- ‘[ Formatted: Indent: Left: 0.5", First line: 0" ]
This policy is in addition to all other state odéal guidelines, statutes, administrative rules,
covered component departmental policies, or otharigions relating to personal health
information. In general, the provision that pro\ddbe greatest degree of confidentiality, integrity
and security prevails. HIPAA provides exemptiormhirits provisions for certain personal health
information, for example information regarding dpahts or employees held by an employer for
employment purposes, or personal health informatgarding inmates in the correctional
facility; however, these recordse-stiimay beprotected by other laws policies Any
ambiguities in this policy, or conflicts betweeistpolicy and another policy, shall be construed
S0 as not to be conflicting with HIPAA, the PrivamySecurity Rules.

This policy applies to the county, its officers, @oyees and agentgho may be subject to civil « - - { Formatted: Indent: Left: 0.5", Tab stops: }
penalties and fines for violations of HIPAZor may be subject to criminal penalties for knowing (213" Left + Notat 2"

wrongful violations. Employees may be subjectitzigline, up to and including

terminationdismissal er-bBusiness associates may have their contracts tetedina

DEFINITIONS: o == ‘[ Formatted: Indent: Hanging: 2" ]
“ { Formatted: Indent: First line: 0" ]
“Administrative Safeguards~—meansadministrative actiongnd policies and procedures, to «- - - { Formatted: Indent: Left: 0.5", First line: 0" |
manage the selection, development, implementadiod,maintenance of security measures to
protect electronic protected health information emthanage the conduct of the county’s
workforce in relation to the protection of thatanfation.
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

Breach: impermissible use or disclosure of PHI that compses the security or privacy of the - {F°'"‘a“ed= Font: Bold ]
PHI in such a way that it poses a significant oskinancial, reputational or other harm to the

individual.

“Business Associatemeans. an outside entity or individualther than a member of the _ - { Formatted: Font: Bold )

workforcethat performs, or assists in the performancehef ftinctions or activities of a covered
entity involving the use or disclosure of individyadentifiable health information.

“Confidentiality ~-:_means-th@roperty thatdata or information is not made available or
disclosed to unauthorized persons or processes.

Covered Entity: a health care provider, health plan or health clr@ringhouse subject to these _ - { Formatted: Font: (Default) Times New }
rules. ~_ | Roman, 12 pt, Bold

‘{ Formatted: Font: (Default) Times New }
“Covered componeritmeass: a part of the county that provides health carg. (¢he Health Rofmar, 12pt
Department) and engages in certain electronic aiws, or has access to or uses protected { Formatted: Fort; Bold )

health information, and as such is directly subjeddlPAA. Departments or positions that are not

involved in providing health care and do not haseeas to or use protected health information of
clients or customers are generally not subjectIfAA. _ -\ Formatted: Normal, Indent: Left: 0.5"

De-identified health information: health information that does not identify an indial, and /{Formatted: Indent: Left: 0.5"

p { Formatted: Font: Bold

with which there is no reasonable basis to belthaethe information can be used to identify an {Formatted: Font: (Default) Times New
individual. /

Disclosure; the release of, transfer of, provision of access tdivulgence in any other manner ¢

’| Roman, 12 pt

/
< /// Formatted: Font: (Default) Times New
% Roman, 12 pt, Bold

information outside the service holding the infotimia. o { Formatted: Font: (Default) Times New

“EPHI (Electronic Protected Health information)~—means_individually identifiable health
information (information about the past, preserfuture physical or mental health or condition,
or provision of health care) including demograpifata (but excluding data maintained by an
employer in its role as employer) that can iderdifiyindividual, maintained or transmitted using /

electronic media. / //{ Formatted: Font: (Default) Times New
/

‘Minimum necessary; using reasonable criteria, determining and limitisses, disclosures and [ Formatted: Indent: Left: 0.5"

Roman, 12 pt

- ‘[Formatted: Normal, Indent: Left: 0.5"

Formatted: Font: (Default) Times New
’| Roman, 12 pt

/ Formatted: Font: (Default) Times New
Roman, 12 pt, Bold, Font color: Auto

Roman, 12 pt, Font color: Auto

reqguests to only the minimum amount of protectealthenformation necessary to accomplish the/ / {Formatted: Font: (Default) Times New
purpose or task. 17
/

Health information: any information, whether oral or recorded in anyrf@r medium, that:

Roman, 12 pt, Bold, Font color: Auto

Formatted: Font: (Default) Times New
Roman, 12 pt, Font color: Auto

Is created or received by a health care providsalth plan, public health authorfy Formatted: Font: (Default) Times New

(D U U W U | W D, U | U U | W

Roman, 12 pt, Font color: Auto

employer, life insurer, school or university, otk care clearinghouse; and AN . tred: Tnaort. Lot 1 1 o

. P ormatted: Indent: Left: 1", Hanging: 0.5",
Relates to the past, present, or future physicedental health or condition of an Numbered + Level: 1+ Numbering Style: a, b,
individual; or ... + Start at: 1 + Alignment: Left + Aligned

The provision of health care to an individual; or ot 225"+ Indent at: 2.5

The past, present, or future payment for the pionisf health care to an Formatted: Font: (Default) Times New

individval,

r—\ﬂ%r—ﬁ%

Roman, 12 pt, Font color: Auto
‘[Formatted Font color: Auto
‘[Formatted Indent: Left: 0.5"

o
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

health care, although some of its departments georealth care. Marion County is a “hybrid
covered entity.”

e e - - { Formatted: Font: (Default) Times New }
ndividually identifiable health information: _information that is a subset of health information, . (Roman, 12 pt, Bold, Font color: Auto
including demographic information collected fromiadividual, and: \\\{Formatted= Indent: Left: 0.5" ]

a. Is created or received by a health care providsalth plan, employer, or health « '\ | Formatted: Font: (Default) Times New
care Clearinqhouse' and B N Roman, 12 pt, Bold, Font color: Auto
* \ .
b. Relates to the past, present, or future physicalental health or condition of an | Formatted: Font: (Default) Times New
T Roman, 12 pt, Font color: Auto
individual, or ) Fi tted: Indent: Left: 1", Hangi 0.5"
.. . ormatted: Indent: Left: 1", Hanging: 0.5",
C. Relates to the provision of health care to an iioidial; or the past, present, or Numbered + Level: 1 + NumberinggStsle: ab,
future payment for the provision of health caramandividual; and G, ... + Start at: 1 + Alignment: Left + Aligned
d. Identifies the individual; or with respect to whittrere is a reasonable basis to at: 2.25" + Indent at: 2.5
believe the information can be used to identifyititvidual, __— { Formatted: Font color: Auto )

“Protected Health Information (PHI)>-means_individually identifiable health information that
is transmitted or maintained electronically or Isyng any other medium.

“Physical Safeguards-+eans physical measures, policies, and procedures tegrelectronic
information systems and related buildings and egeipt, from natural and environmental
hazards, and unauthorized intrusion.

“User—meansa person or entity with authorized access to médion systems.

“Violation“+means_any act that is inconsistent with or against a depent or county policy or
procedure established pursuant to the implementafithe Privacy Rule of thelealth Insurance - { Formatted: Font: Times New Roman )
Portability and Accountability Act of 1996 (HIPAA), including, but not limited to, any attempted

or successful unauthorized access, use, disclasnwdification or destruction of PHI or

interference with operations in an information syst

Workforce: employees, volunteers, trainees, and other pessbose conduct, inthe = { Formatted: Font: (Default) Times New }
performance of work for a covered entity, is unidher direct control of such entity, whether or not. _ (Reman, 12 pt, Bold
they are paid by the covered entity. Formatted: Font: (Default) Times New

Roman, 12 pt

GENERAL POLICY:

Marion County is designated asteybrid covered entityunder HIPAA, meaning that, although
the primary function of the county is general gowveent, some of its departments provide health
care. Parts of the county that provide health,aarbave access to or use protected health
information, are'covered componerit@nd directly subject to HIPAA. Other departmenrts
positions are not subject to HIPAA, generally besgathey are not involved in providing health
care and do not have access to or use protectéiti idarmation of clients or customers.

Covered components cannot disclose protected heéditmation to non-covered components

except as permitted by this policy. Covered comptsean only disclose protected health
information as permitted under HIPAA. Certain rmvered components may have obligations
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

under HIPAA asbusiness associateslescribed below. The county, its officers, empésyand
agents may be subject to civil penalties and ffoesiolations of HIPAA, or may be subject to
criminal penalties for knowing, wrongful violationEmployees may be subject to discipline, up
to and includingerminationdismissaBusiness associates may have their contractsnztead

and be subiject to liability in the event of a viaa or breach

POLICY GUIDELINES:

1. Notice of Privacy Practices:

Marion County recognizes an individual's right égeive adequate notice of the uses and
disclosures of the individual's protected healtbrimation that may be made by Marion County
and of the individual's rights and Marion Countfsigations with respect to protected health
information. Each covered component within therfddsovered entity will adopt a Notice of
Privacy Practices. Covered components that halieeet treatment relationship will provide the
Notice of Privacy Practices to the individual oe first date of service, or as otherwise allowed
under HIPAA. Covered components that have puldéess to workplaces will post the Notice of
Privacy Practices. Covered components will makelable any procedures referenced in its
Notice of Privacy Practices upon reque$s-CFR-164-520.

2. Roles and Responsibilities:

a. Privacy Officer and HIPAA Compliance

Marion County shall designate a County Privacy €ffiand may designate a Privacy
Officer for each covered component. The Countyd®s Officer and any covered
component Privacy Officer are responsible for thplementatiorand administratioof

HIPAA through this policy and any applicable depantal policy. 45-CFR-164-530(a).
b. Complaints Officer and HIPAA Privacy Complaints

Marion County shall designate a County HIPAA Conmgla Officer and may designate a
HIPAA Complaints Officer foreaeh individuatovered componest The Complaints
Officers may be the same individuals as the Pri@fficers. The Complaints Officers are
responsible for providing a process for individualsnake complaints concerning Marion
County's compliance with the HIPAA Privacy Rule hiit their respective areas. Marion

County will investigate all privacy complaints récsd. 45-CFR-164-530(d).

+— — — 7| Formatted: Indent: Left: 1", Tab stops: 0.5",
List tab

C. Confidentiality and Privacy of Protected Heditformation

Marion County, its officers, employees, agents lamsinesssseciates,associatwsl
respect and protect the confidentiality and privatprotected health information. All
individually identifiable health information in arigrm is confidential and private. This
includes written, electronic and oral communicatiof5-CFR-164.502.

<— — ~ 7 Formatted: Indent: Left: 1", First line: 0",
Tab stops: 0.5", List tab
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

d. Role-based County Employee Access

1) Protected health information will only be aceskaused or disclosed by county
employees for purposes or in the manner permitteiéiuthe HIPAA Privacy
Regulations, state law and other federal lawsyitiog the covered component’s
proceduresfer-this-pelicypolicies and procedurAscess to, or requests for,
protected health information shall be limited togé positions and the minimum
necessary protected health information requirgaectic records, rather than the
entire file, shall be requested or accessed whactipable. De-identified
information shall be requested or used when praioiéc

2) County employees employed in a covered compqguasition will be designated a
role-based level of access to protected healthmmdton. This level of access will
be noted on the position’s essential job functioased upon the level of access to
protected health information that the employee sdedarry out his or her job
responsibilities.

3) All county officers, employees and agents ageired to be aware of his or her
responsibilities regarding protected health infaforaand to guard against
improper uses and disclosures of protected hagithmation.

3. Uses and Disclosures of Protected Health Infaoma

a. Privacy Officer and HIPAA Compliance

Marion County may use and disclose protected héafithmation without the individual's
authorization if permitted under the HIPAA PriveRule, state law and other federal laws
regarding the confidentiality, use and disclosdrmedical records and protected health
information, and as detailed in the covered compts@rocedures for use and disclosure
of protected health information. Employees shaadtact the Privacy Officer or County
Legal Counsel's Office regarding questions as tetivér protected health information can
be disclosed without an authorizatiofs-CFR-164-512.

b. Authorization for Uses and Disclosures of Prietédealth Information

1) An individual (or a personal representative) mathatize any disclosure of his or
her protected health information in writing. Artlaarization may be revoked in
writing, but revocation does not affect acts algetken in reliance on the
authorization. The covered component will reti@ original authorization or
revocation and will provide a copy to the indivitlg@ar personal representative).

2) If an authorization is required under federal atestaw, each covered component
will use an authorization form, in plain languagentaining the elements specified
under the applicable law. A single authorizatiomf may be used, if allowed, and
if it contains all of the required elements spedfiunder the applicable laws.
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

3) Treatment, payment or eligibility for health caenbfits cannot be conditioned on
the individual providing an authorization to disssoprotected health information,
except that a health plan may require one prientollment to make eligibility or
risk determinations.

C. Minimum Necessary Standard
1) Marion County, when using, disclosing or requespngtected health information,

shall make reasonable efforts to limit the proteédtealth information used,
disclosed or requested to the minimum necessaagdomplish the legitimate,

intended purpose45-CFR-164-502-and-164.514(d).
2) The“minimum necessatydetermination is not required for:
a. Disclosures to, or requests by, a health caréqer for treatment purposes.

b. Disclosures made to the individual about hiee@rown protected health
information, or to a personal representative ofiticividual.

C. Uses or disclosures authorized by the individual

d. Disclosures made to the federal Department aeftd@nd Human Services
required under the HIPAA Privacy Rule for enforcetngurposes.

e. Other uses or disclosures required by law.

3) In response to a request for protected healthrimdition, covered components may
rely on the minimum necessary determination madehé&@yollowing individuals or
entities, that they are only requesting the minimmenessary protected health
information, rather than the covered component ngaks own determination:

a. Public official for a permitted disclosure
b. Another covered entity
C. A health care professional working for a bussressociate of Marion
County
d. A researcher with proper authorization.
e. Pursuant to a business associate agreement.
d. Uses and Disclosures of Psychotherapy Notes

Marion County maintains the confidentiality of amlividual's psychotherapy notes in
accordance with the HIPAA requirements. Marion @gwvill not use or disclose
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

psychotherapy notes without obtaining the individuseparate written authorization or as

described in the Marion County covered componeirbgedures. Marion County may
limit the individual’s access to psychotherapy sas permitted under HIPAA or state

law—45-CFR-164.508(a)-and-164.524(a).
e. Disclosures of De-ldentified Health Information

1)

information-can-be-used-to-identifyan-individuBle-identified health information
is not considered protected health information altheinformation will be
considered de-identified only if one of the twoidentification procedures in 45
CFR 514(b)s amendedre followed.

2) Marion County may use or disclose de-identifiedlth information without
obtaining an individual’s authorization. Howevitarion County will not use or
disclose de-identified health information aboutegentesting unless the individual
was notified when the genetic test information wiakained of the individual's
right to object to the use or disclosure of de-fiiendl genetic test information, or
unless the use or disclosure is otherwise authbbigdaw. 45-CFR-164.514.

<- — ~— 7| Formatted: Indent: Left: 1", Hanging: 0.5",
Tab stops: 0.5", List tab

f. Uses and Disclosures for Research Purposes

Marion County may use or disclose protected heaftrmation for research if it obtains
the individual's authorization for use and disclesaf protected health information for
this purpose, or if the researcher obtains a wai/ére authorization requirements from a
research Institutional Review Board or a reseanstitution’s Privacy Board per the
Common Rule (45 CFR 46.1@% amendgd 45-CFR-164-512(i).

g. Business Associates

21)  Marion County may disclose protected health imfation to business associates
with whom there is a written contract or memorandifranderstanding containing
the required HIPAA assurances. Each Marion Cooataered component must
identify its business associates and either ameistireg contracts (if required by
the rule) using the form of Marion County Businéssociate Amendment, or
incorporate the HIPAA assurances into new contrasitsg the Marion County
Business Associate Agreement or Addendum. If tieness associate relationship
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

is with another governmental entity, then a Memdtam of Understanding may be
used.

32) In some instances, Marion County itself may lisiness associate of another
covered entity and be required to amend or enterain agreement incorporating
the HIPAA assurances received from the other cavergity. These will be
processed following the Marion County contractimggedures, including review

by Legal Counsel45-CFR-164-504(e).

+- — — 7| Formatted: Indent: Left: 1", Hanging: 0.5",
Tab stops: 0.5", List tab

h. Disclosures to Persons Involved in Individu&are

1) Marion County mayunder certain circumstanceisclose protected health
information to an individual’s family member, othetative, personal friend, em
other person involved with the individual's carepaiyment of the care unless the
individual has requested a restriction on the dmales that has been approved,
unless other legal restrictions apply.

2) Marion County may disclose protected healthrimfation to notify or assist in the
notification of the individual’'s family member, gemal representative, or other
person responsible for the individual's care, @f libcation, general condition or
death of the individual unless the individual heguested a restriction on the
disclosures that has been approwedinless other legal restrictions appé5-CFR

164-510(b).
i Disclosures for Disaster Relief Efforts

Marion County may disclose protected health infdfamato organizations involved in
disaster relief efforts, for the purpose of cooadiing with the organizations disclosures to
the individual's family member, personal represtwg or other person responsible for
the individual’s care, of the location, generaldition or death of the individual unless the
individual has requested a restriction on the dmales that has been approveeinless

other legal restrictions applyt5-CFR-164.510(b).

j- Mitigation of Improper Disclosures

Marion County will mitigate, to the extent practide, any harmful effect that is known by
Marion County to have occurred as a result of aongtisclosure of protected health
information either by Marion County or its businessociates in violation of the HIPAA
Privacy Rule or Marion County policies and procedud5-CFR-164-530(f).

4, Individual's Rights Regarding Protected Healtfoimation:
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

a. Individual's Right to Access Protected Heattfofmation

An individual has the right to access, inspect @mgl his or her protected health
information maintained in the covered componenésiDnated Record Set except:

1) Psychotherapy notes.

2) Information compiled in reasonable anticipatidnor for use in, a civil, criminal,
or administrative action or proceeding.

3) Certain circumstances detailed in the coveredpmment’s procedures.
4) Other limitations under state or federal lab-CFR-164.524.
b. Individual's Right to Request Amendment of Petéel Health Information

An individual has the right to request in writifgat Marion County amend protected
health information about him or her maintainedhe tovered component’s Designated
Record Set, stating the reasons for the requestiuésts to amend protected health
information will be processed according to the cedecomponent’s procedures, including
making reasonable efforts to provide the amendruepérsons identified by the individual
or known by the covered component to have the inédion who may oreasenable
reasonablgould rely on the information, as well as procegsimendments received from
another covered entity. The request to amend gatehealth information, and any
documentation of either granting or denying theuest, in whole or in part, along with
any statement of disagreement and any rebuttat, beusppended or linked to the
protected health informatiort5-CFR-164-526.

C. Individual's Right to Request Alternative Commizations

Marion County’'s covered components will accommodaig reasonable written request
by an individual to receive communications of hider protected health information from
Marion County by alternative means or at alterratocations. The covered component
will determine if the request for alternative commiuations has been approved before

contacting the individual in that mannef5-CFR-164.522(b).

d. Individual's Right to Request Restrictions ore’land Disclosures

An individual has the right to request that Marf@ounty restrict uses or disclosures of the
individual’s protected health information to caoyt treatment, payment or health care
operations. Marion County is not required to adeea restriction; therefore, Marion
County will evaluate the requests in accordanch thi¢ Marion County covered

component’s procedureg5-CFR-164.522(a).
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)

e.

PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

Individual's Right to an Accounting of Disclossr

An individual or the individual's personal repretive may request an accounting of
disclosures of protected health information. Auest for an accounting may be made
orally or in writing, and if in writing, will be rained by the covered component. Marion
County covered components will develop proceduseslécumentation of disclosures of
protected health informatiord5-CFR-164-528.

5. Administrative and Physical Safeguards:

a.

Safeguards Against Unauthorized Uses or Disodss

Marion County will take reasonable steps to safedjpeotected health information from
any intentional or unintentional unauthorized uséisclosure. This includes
unauthorized disclosures of protected health inédiom by a covered component to a non-

covered component of the coun§s-CFR-164-503(¢).

Safeguards to Limit Incidental Uses or Disclesur

Marion County, to the maximum extent possible, Vidtlit incidental uses or disclosures
of protected health information. An incidental usealisclosure is a secondary use or
disclosure that cannot reasonably be preventdidhited in nature, and occurs as a by-
product of an otherwise permitted use or disclasdeeCFR-164-503(¢).

Administrative, Technical, Physical Safeguards

Each Marion County covered component will ensuet &ppropriate administrative,
technical and physical safeguards are taken teeptawnauthorized uses or discloses and
to limit incidental uses or disclosures of proteldealth information. In particular, each
covered component will address the following iratiein to safeguarding protected health
information:

1) Computer systems use and access, including pagsyassignment or termination
of access rights, physical location of computersgigibility of computer screens,
transmission of data over public and private dates| storage and security of

electronic records, laptop computers gredsenal-digital-assistants-{PDA)mobile

devices

2) Minimizing use of e-mails to transmit protectehlth information unless
encrypted or de-identified, and safeguards to predisclosure to unauthorized
recipients.

3) Facsimiles in or out containing protected hegitbrmation, including location of

facsimile equipment and a facsimile cover shedt wistatement of confidentiality.
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

4) Paper records or files containing protectedthaaformation, including limitations
on uses or access, record handling and storagedrestention, record destruction
and archived records.

5) Verbal exchanges of protected health informaitioj manner that minimizes risks
of others overhearing protected health informatioduding safeguards
concerning location of conversations, use of tedegls and cellular phones.

6) Building or department security, including plegdiaccess and authorized
personnel accesgt5-CFR-164.-530(¢).
- - ‘{Formatted: Indent: Left: 1", Hanging: 0.5",
6. Training of Workforce: Tab stops: 0.5", List tab

Marion County will train its employees concerningfibn County’s policies and procedures
regarding the privacy of protected health informatias necessary and appropriate depending on
the duties and responsibilities of the employeachEcovered component will train its employees
on the more specific policies and procedures dfd¢haered component if applicable. In addition,
all new employees or employees who are promotéchnsferred into a position with access to
protected health information will be trained on tekevant policies and procedures. Completion

of training will be documented45-CFR-164-530(b).

- ‘{ Formatted: Indent: Left: 0.5", Tab stops:

7. Review and Resolution of Privacy Complaints: 0.5", List tab

Each Marion County covered component will providerecess for individuals to make privacy
complaints concerning Marion County’s compliancéwiIPAA and the Privacy Rule. All
privacy complaints received will be investigated appropriate follow-up measures takera

CFR 164.530(d).

8. Enforcement and Sanctions:

a. Actions Against the Covered Entity and Its Eoypks

HIPAA provides for civil penalties and sanctions,veell as criminal penalties, for
violationsand breachelsoth against the covered entity and the countffisers,
employees or agents. Sanctions can include loflefal funding.

1) Civil Penalties and Sanctior#\ civil penaltyef-up-to-$100-pervielatiorand - { Formatted: Font: Not Bold

%%Qﬁepyeapfep}de{mew@lanemay be imposed against the covered ent|ty

or any person who violates HIPAA or the Privacy&rggulations, and for general
failure to comply with the requirements and staddarOther civil sanctions may
include injunctive relief or loss of federal fundind2-JSC-1320d-5,-Publie-Law
104101 Sec 1170,

2) Crlmlnal Penalties Crlmlnal penaltleand |mpr|sonmemnay be |mposed for _ - { Formatted: Font: Not Bold
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTAB ILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREME NTS

b. Disciplinary Actions

Marion County as a covered entity must apply appatg disciplinary sanctions against an
employee who fails to comply with the county or emd component’s HIPAA privacy
policies and procedures, up to and includiemgninationdismissal

1) Just Cause - Failure to comply with the coumtgavered component’s HIPAA
privacy policies and procedures is consideredgaste for disciplinary action
under the Marion County Personnel Rules.

2) Disciplinary Process - Employees who fail to pynwith the county or covered
component’s HIPAA privacy policies and procedureslisbe disciplined pursuant
to the applicable Personnel Rules and collectivgdiaing agreements up to and

including terminationdismissal45-CFR-164-530(e}(1).

Adopted: 4/03
Reviewed:

Revised:
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Marion County

OREGON

ADMINISTRATIVE POLICIES

SECTION: Health, Safety & Security POLICY # 517

Health I nsurance Portability And Accountability Act PROCEDURE #  N/A
TITLE: (HIPAA) Protected Health Infor mation Privacy Rule

Requirements ORDER #: 08-114
DEPT: Business Services DIVISION: Risk M anagement
ADOPTED: 4/03 REVIEWED: 3/17 REVISED: 04/17

PURPOSE:

AUTHORITY:

APPLICABILITY:

DEFINITIONS:

The purpose of this policy is to establish poli@esl procedures regarding
use of, access to and disclosures of protectethhe&rmation (PHI) in
accordance with the Health Insurance Portability Aacountability Act of
1996 (HIPAA) and its implementing regulations.

Authority for this policy is 45 CFR Parts 160, thgh 164, the Health
Insurance Portability and Accountability Act of B%s amended.

This policy is in addition to all other state odéal guidelines, statutes,
administrative rules, covered component departrheotecies, or other
provisions relating to personal health informatibngeneral, the provision
that provides the greatest degree of confidentidlitegrity and security
prevails. HIPAA provides exemptions from its prowiss for certain
personal health information, for example informatiegarding applicants
or employees held by an employer for employmenpases, or personal
health information regarding inmates in the coioeal facility; however,
these records may be protected by other laws aciesl Any ambiguities
in this policy, or conflicts between this policycaanother policy, shall be
construed so as not to be conflicting with HIPAKe Privacy or Security
Rules.

This policy applies to the county, its officers, @oyees and agents who
may be subject to civil penalties and fines folations of HIPAA; or may
be subject to criminal penalties for knowing, wrangiolations.
Employees may be subject to discipline, up to astuding dismissal.
Business associates may have their contracts tatean

Administrative Safeguards. Administrative actions and policies and procedut@snanage the
selection, development, implementation, and maartea of security measures to protect
electronic protected health information and to nganidne conduct of the county’s workforce in
relation to the protection of that information.
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

Breach: Impermissible use or disclosure of PHI that compsas the security or privacy of the

PHI in such a way that it poses a significant o§kinancial, reputational or other harm to the
individual.

Business Associate: An outside entity or individual other than a membgthe workforce that

performs, or assists in the performance of, thetfans or activities of a covered entity involving

the use or disclosure of individually identifialiiealth information.

Confidentiality: Property, data or information is not made avadai disclosed to unauthorized

persons or processes.

Covered Entity: A health care provider, health plan or health cdearinghouse subject to these

rules.

Covered component: A part of the county that provides health carg.(¢éhe Health Department)

and engages in certain electronic transactionsasmaccess to or uses protected health
information, and as such is directly subject to AP Departments or positions that are not

involved in providing health care and do not haveesas to or use protected health information of

clients or customers are generally not subjectiRAA.

De-identified health information: Health information that does not identify an indival, and

with which there is no reasonable basis to belthaéthe information can be used to identify an

individual.

Disclosure: The release of, transfer of, provision of access tdivulgence in any other manner of

information outside the service holding the infotioa.

EPHI (Electronic Protected Health information): Individually identifiable health information

(information about the past, present or future mfayor mental health or condition, or provision
of health care) including demographic data (butwekng data maintained by an employer in its
role as employer) that can identify an individuagintained or transmitted using electronic media.

Minimum necessary: Using reasonable criteria, determining and lingitirses, disclosures and

requests to only the minimum amount of protectealthenformation necessary to accomplish the

purpose or task.

Health information: Any information, whether oral or recorded in anynficor medium, that:
a. Is created or received by a health care providalth plan, public health authority,
employer, life insurer, school or university, oalia care clearinghouse; and
b. Relates to the past, present, or future physicalemtal health or condition of an
individual; or
c. The provision of health care to an individual; or
d. The past, present, or future payment for the prowisf health care to an individual.
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

Hybrid covered entity: An entity, the primary function of which is othérain to provide health
care, although some of its departments providetineate. Marion County is a “hybrid covered
entity.”

Individually identifiable health information: Information that is a subset of health information,
including demographic information collected fromiadividual, and:
a. Is created or received by a health care providmlth plan, employer, or health care
clearinghouse; and
b. Relates to the past, present, or future physicaianmtal health or condition of an
individual; or
c. Relates to the provision of health care to an iwldial; or the past, present, or future
payment for the provision of health care to anvidlial; and
d. ldentifies the individual; or with respect to whitlfere is a reasonable basis to believe the
information can be used to identify the individual.

Protected Health Information (PHI): Individually identifiable health information that i
transmitted or maintained electronically or by gsamy other medium.

Physical Safeguards. Physical measures, policies, and procedures tegirelectronic
information systems and related buildings and egeit, from natural and environmental
hazards, and unauthorized intrusion.

User: A person or entity with authorized access to imfation systems.

Violation: Any act that is inconsistent with or against a d&pant or county policy or procedure
established pursuant to the implementation of tineaBy Rule of theHealth Insurance Portability
and Accountability Act of 1996 (HIPAA), including, but not limited to, any attempted aceessful
unauthorized access, use, disclosure, modificatiatestruction of PHI or interference with
operations in an information system.

Workforce: Employees, volunteers, trainees, and other pessbose conduct, in the
performance of work for a covered entity, is unither direct control of such entity, whether or not
they are paid by the covered entity.

GENERAL POLICY:

Marion County is designated as a hybrid coveredyemhder HIPAA, meaning that, although the
primary function of the county is general governtnenome of its departments provide health care.
Parts of the county that provide health care, oelecess to or use protected health information,
are covered components and directly subject to AIPAther departments or positions are not
subject to HIPAA, generally because they are natlired in providing health care and do not
have access to or use protected health informafichients or customers.
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

Covered components cannot disclose protected heédttmation to non-covered components
except as permitted by this policy. Covered comptsean only disclose protected health
information as permitted under HIPAA. Certain raovered components may have obligations

under HIPAA as business associates, described b&losvcounty, its officers, employees and
agents may be subject to civil penalties and ffoesiolations of HIPAA, or may be subject to
criminal penalties for knowing, wrongful violation&€mployees may be subject to discipline, up
to and including dismissal. Business associatesiraag their contracts terminated and be subject
to liability in the event of a violation or breach.

POLICY GUIDELINES:

1. Notice of Privacy Practices

Marion County recognizes an individual's right éceive adequate notice of the uses and
disclosures of the individual's protected healtorimation that may be made by Marion County
and of the individual's rights and Marion Counttdigations with respect to protected health
information. Each covered component within theriddsovered entity will adopt a Notice of
Privacy Practices. Covered components that halmeet treatment relationship will provide the
Notice of Privacy Practices to the individual oe first date of service, or as otherwise allowed
under HIPAA. Covered components that have pultlcess to workplaces will post the Notice of
Privacy Practices. Covered components will malkelalvle any procedures referenced in its
Notice of Privacy Practices upon request.

2. Roles and Responsibilities

2.1 Privacy Officer and HIPAA Compliance

Marion County shall designate a County Privacy €ffiand may designate a Privacy
Officer for each covered component. The Countydy Officer and any covered
component Privacy Officer are responsible for thplementation and administration of
HIPAA through this policy and any applicable depaehtal policy.

2.2  Complaints Officer and HIPAA Privacy Complaint

Marion County shall designate a County HIPAA ConmglaOfficer and may designate a
HIPAA Complaints Officer for individual covered c@mnents. The Complaints Officers
may be the same individuals as the Privacy Offic@itse Complaints Officers are
responsible for providing a process for individualsnake complaints concerning Marion
County's compliance with the HIPAA Privacy Rulehifit their respective areas. Marion
County will investigate all privacy complaints recsd.

2.3  Confidentiality and Privacy of Protected Hedttformation

Marion County, its officers, employees, agents lansiness associates will respect and
protect the confidentiality and privacy of protetteealth information. All individually
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SUBJECT: HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)

2.4

PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

identifiable health information in any form is caféntial and private. This includes
written, electronic and oral communications.

Role-based County Employee Access

2.4.1 Protected health information will only be essed, used or disclosed by county
employees for purposes or in the manner permittelgiuthe HIPAA Privacy
Regulations, state law and other federal lawsutialg the covered component’s
policies and procedures. Access to, or requestpifotected health information
shall be limited to those positions and the minirmenessary protected health
information required. Specific records, rathemthize entire file, shall be requested
or accessed when practicable. De-identified infdrom shall be requested or used
when practicable.

2.4.2 County employees employed in a covered commguosition will be designated a
role-based level of access to protected healthnmddon. This level of access will
be noted on the position’s essential job functioased upon the level of access to
protected health information that the employee sg¢edarry out his or her job
responsibilities.

2.4.3 All county officers, employees and agentsrageiired to be aware of his or her
responsibilities regarding protected health infdioraand to guard against
improper uses and disclosures of protected heaaibinmation.

3. Uses and Disclosures of Protected Health Infaona

3.1

3.2

Privacy Officer and HIPAA Compliance

Marion County may use and disclose protected haafibhmation without the individual’'s
authorization if permitted under the HIPAA PrivaRule, state law and other federal laws
regarding the confidentiality, use and disclosurmedical records and protected health
information, and as detailed in the covered compts@rocedures for use and disclosure
of protected health information. Employees shaadtact the Privacy Officer or County
Legal Counsel’'s Office regarding questions as tetiar protected health information can
be disclosed without an authorization.

Authorization for Uses and Disclosures of Ritetd Health Information

3.2.1 Anindividual (or a personal representative) mathatize any disclosure of his or
her protected health information in writing. Antlaorization may be revoked in
writing, but revocation does not affect acts alsetzdken in reliance on the
authorization. The covered component will retai@ original authorization or
revocation and will provide a copy to the indivitl(@ personal representative).
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3.2.2

3.2.3

If an authorization is required under federal atestaw, each covered component
will use an authorization form, in plain languagentaining the elements specified
under the applicable law. A single authorizatiomf may be used, if allowed, and
if it contains all of the required elements spedfunder the applicable laws.

Treatment, payment or eligibility for health caenkfits cannot be conditioned on
the individual providing an authorization to diss#oprotected health information,
except that a health plan may require one pri@ntoliment to make eligibility or
risk determinations.

3.3 Minimum Necessary Standard

3.3.1

3.3.2

3.3.3

Marion County, when using, disclosing or requespngtected health information,
shall make reasonable efforts to limit the protédtealth information used,
disclosed or requested to the minimum necessagdomplish the legitimate,
intended purpose.

The minimum necessary determination is not requved

3.3.2.1 Disclosures to, or requests by, a heate provider for treatment
purposes.

3.3.2.2 Disclosures made to the individual abositaniher own protected health
information, or to a personal representative ofitiavidual.

3.3.2.3 Uses or disclosures authorized by the iddal.

3.3.2.4 Disclosures made to the federal DepartmieHealth and Human
Services required under the HIPAA Privacy Ruledoforcement
purposes.

3.3.2.5 Other uses or disclosures required by law.

In response to a request for protected healthnmdition, covered components may

rely on the minimum necessary determination madiéyollowing individuals or

entities, that they are only requesting the minimeuessary protected health

information, rather than the covered component ngaks own determination:

3.3.3.1 Public official for a permitted dissloe

3.3.3.2 Another covered entity

3.3.3.3 A health care professional working for aibess associate of Marion
County
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3.4

3.5

3.6

3.7

PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

3.3.3.4 Arresearcher with proper authorization.
3.3.3.5 Pursuant to a business associate agreemen
Uses and Disclosures of Psychotherapy Notes

Marion County maintains the confidentiality of amlividual's psychotherapy notes in
accordance with the HIPAA requirements. Marion @guwvill not use or disclose
psychotherapy notes without obtaining the individuseparate written authorization or as
described in the Marion County covered compongeedures. Marion County may
limit the individual’s access to psychotherapy sae permitted under HIPAA or state law

Disclosures of De-ldentified Health Information

3.5.1 De-identified health information is not catesied protected health information.
Health information will be considered de-identifiedly if one of the two de-
identification procedures in 45 CFR 514(b) as amedrate followed.

3.5.2 Marion County may use or disclose de-idesdifiealth information without
obtaining an individual’s authorization. Howevltarion County will not use or
disclose de-identified health information abouteentesting unless the individual
was notified when the genetic test information watined of the individual’s
right to object to the use or disclosure of de-td&a genetic test information, or
unless the use or disclosure is otherwise authebbydaw.

Uses and Disclosures for Research Purposes

Marion County may use or disclose protected heaftrmation for research if it obtains
the individual’s authorization for use and disclesaf protected health information for
this purpose, or if the researcher obtains a waéne authorization requirements from a
research Institutional Review Board or a reseamshtution’s Privacy Board per the
Common Rule (45 CFR 46.107 as amended).

Business Associates

3.7.1 Marion County may disclose protected healtbrmation to business associates
with whom there is a written contract or memorandfranderstanding containing
the required HIPAA assurances. Each Marion Couatered component must
identify its business associates and either ameistireg contracts (if required by
the rule) using the form of Marion County Businéssociate Amendment, or
incorporate the HIPAA assurances into new contrasitsg the Marion County
Business Associate Agreement or Addendum. If ti@ness associate relationship
is with another governmental entity, then a Memdten of Understanding may be
used.
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3.7.2 In some instances, Marion County itself maylbusiness associate of another
covered entity and be required to amend or enteran agreement incorporating
the HIPAA assurances received from the other cavengity. These will be
processed following the Marion County contractimggedures, including review
by Legal Counsel.

3.8 Disclosures to Persons Involved in Individu@lsre

3.8.1 Marion County may, under certain circumstandesclose protected health
information to an individual’s family member, othretative, personal friend, or
other person involved with the individual's carepalyment of the care unless the
individual has requested a restriction on the dmates that has been approved,
unless other legal restrictions apply.

3.8.2 Marion County may disclose protected healtbrmation to notify or assist in the
notification of the individual's family member, memnal representative, or other
person responsible for the individual's care, @f lication, general condition or
death of the individual unless the individual heguested a restriction on the
disclosures that has been approved, unless oth@rriestrictions apply.

3.9 Disclosures for Disaster Relief Efforts

Marion County may disclose protected health infdramato organizations involved in
disaster relief efforts, for the purpose of cooatiing with the organizations disclosures to
the individual’'s family member, personal represewéa or other person responsible for
the individual’s care, of the location, general dition or death of the individual unless the
individual has requested a restriction on the dmales that has been approved, unless
other legal restrictions apply.

3.10 Mitigation of Improper Disclosures
Marion County will mitigate, to the extent practide, any harmful effect that is known by
Marion County to have occurred as a result of aousbsclosure of protected health
information either by Marion County or its busin@ssociates in violation of the HIPAA
Privacy Rule or Marion County policies and procedur

4. Individual's Rights Regarding Protected Healtfoimation

4.1 Individual's Right to Access Protected Hedfitormation

An individual has the right to access, inspect emgly his or her protected health
information maintained in the covered componengsifnated Record Set except:

4.1.1 Psychotherapy notes.
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4.2

4.3

4.4

4.5

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

4.1.2 Information compiled in reasonable anticipatof, or for use in, a civil, criminal,
or administrative action or proceeding.

4.1.3 Certain circumstances detailed in the coveomaponent’s procedures.
4.1.4 Other limitations under state or federal law.
Individual's Right to Request Amendment of Bobéd Health Information

An individual has the right to request in writiigat Marion County amend protected
health information about him or her maintainedha tovered component’s Designated
Record Set, stating the reasons for the requestiusts to amend protected health
information will be processed according to the cedecomponent’s procedures, including
making reasonable efforts to provide the amendrwepérsons identified by the individual
or known by the covered component to have the mé&ion who may or reasonably could
rely on the information, as well as processing aneents received from another covered
entity. The request to amend protected healthramdtion, and any documentation of
either granting or denying the request, in wholengrart, along with any statement of
disagreement and any rebuttal, must be appendéetked to the protected health
information.

Individual’s Right to Request Alternative Conmmications

Marion County’s covered components will accommodaiye reasonable written request
by an individual to receive communications of hider protected health information from
Marion County by alternative means or at alterreatocations. The covered component
will determine if the request for alternative conmuations has been approved before
contacting the individual in that manner.

Individual's Right to Request Restrictions oseld and Disclosures

An individual has the right to request that Mar{@ounty restrict uses or disclosures of the
individual’'s protected health information to caoyt treatment, payment or health care
operations. Marion County is not required to adgcee restriction; therefore, Marion
County will evaluate the requests in accordanch thieé Marion County covered
component’s procedures.

Individual’s Right to an Accounting of Discloss

An individual or the individual’s personal repretaive may request an accounting of
disclosures of protected health information. Auest for an accounting may be made
orally or in writing, and if in writing, will be rained by the covered component. Marion
County covered components will develop procedusesidcumentation of disclosures of
protected health information.
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PROTECTED HEALTH INFORMATION PRIVACY RULE REQUIREMENTS

5. Administrative and Physical Safequards

5.1

5.2

5.3

Safeguards Against Unauthorized Uses or Dssicés

Marion County will take reasonable steps to safegjpeotected health information from
any intentional or unintentional unauthorized usdisclosure. This includes

unauthorized disclosures of protected health in&trom by a covered component to a non-
covered component of the county.

Safeguards to Limit Incidental Uses or Disctesu

Marion County, to the maximum extent possible, Vitlit incidental uses or disclosures
of protected health information. An incidental wsealisclosure is a secondary use or
disclosure that cannot reasonably be preventédidhiied in nature, and occurs as a by-
product of an otherwise permitted use or disclasure

Administrative, Technical, Physical Safeguards

Each Marion County covered component will ensuat #ppropriate administrative,
technical and physical safeguards are taken toeptawnauthorized uses or discloses and
to limit incidental uses or disclosures of protedbealth information. In particular, each
covered component will address the following iratiein to safeguarding protected health
information:

5.3.1 Computer systems use and access, includssyyads, assignment or termination
of access rights, physical location of computergisibility of computer screens,
transmission of data over public and private diazs| storage and security of
electronic records, laptop computers and mobilecgsv

5.3.2 Minimizing use of e-mails to transmit protgthealth information unless
encrypted or de-identified, and safeguards to pregisclosure to unauthorized
recipients.

5.3.3 Facsimiles in or out containing protectedthaaformation, including location of
facsimile equipment and a facsimile cover shedt wistatement of confidentiality.

5.3.4 Paper records or files containing protectslth information, including limitations
on uses or access, record handling and storagedrestention, record destruction
and archived records.

5.3.5 Verbal exchanges of protected health infailenah a manner that minimizes risks

of others overhearing protected health informatinduding safeguards
concerning location of conversations, use of tebagls and cellular phones.

517.10
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5.3.6 Building or department security, including/pical access and authorized
personnel access.

6. Training of Workforce

Marion County will train its employees concerningibn County’s policies and procedures
regarding the privacy of protected health informatias necessary and appropriate depending on

the duties and responsibilities of the employeachEcovered component will train its employees
on the more specific policies and procedures df¢haered component if applicable. In addition,
all new employees or employees who are promotaichosferred into a position with access to
protected health information will be trained on thkevant policies and procedures. Completion
of training will be documented.

7. Review and Resolution of Privacy Complaints

Each Marion County covered component will provideacess for individuals to make privacy
complaints concerning Marion County’s compliancéwiiIPAA and the Privacy Rule. All
privacy complaints received will be investigated appropriate follow-up measures taken.

8. Enforcement and Sanctions

8.1  Actions Against the Covered Entity and Its Eoypes

HIPAA provides for civil penalties and sanctions,veell as criminal penalties, for
violations and breaches both against the covergty @md the county’s officers,
employees or agents. Sanctions can include lo&siefal funding.

8.1.1 Civil Penalties and Sanctior#\ civil penalty may be imposed against the covered
entity or any person who violates HIPAA or the Rdy Rule regulations, and for
general failure to comply with the requirements atahdards. Other civil
sanctions may include injunctive relief or losdederal funding.

8.1.2 Criminal Penalties Criminal penalties and imprisonment may be impdsed
knowing and wrongful disclosures in violation ofANA.

8.2 Disciplinary Actions
Marion County as a covered entity must apply appatg disciplinary sanctions against an
employee who fails to comply with the county or emd component’s HIPAA privacy
policies and procedures, up to and including disalis
8.2.1 Just Cause - Failure to comply with the cpwntcovered component’'s HIPAA

privacy policies and procedures is consideredgasse for disciplinary action
under the Marion County Personnel Rules.
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8.2.2 Disciplinary Process - Employees who faiteonply with the county or covered
component’s HIPAA privacy policies and procedureslisbe disciplined pursuant
to the applicable Personnel Rules and collectivgdaing agreements up to and
including dismissal.

9. Periodic Review

Risk Management shall review this policy at leastry three years to ensure compliance with
applicable laws and rules.

Adopted: 04/03
Reviewed: 07/16
Revised: 03/17
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